Enabling Edge Chromium Site Mode List

This document will detail 2 methods of enabling the Edge Chromium Site Mode List for accessing Acuity
sites in IE mode within Edge Chromium.

Prerequisites :
1. Please ensure you have permissions to make these modifications to your workstation.
2. Edge Chromium browser

3. ltis recommended to disable the pop up blocker in Edge.

Available Methods:

1. Registry Entry: This method is best suited for small office or single users without a formal IT depart-
ment.

2. Group Policy Object (GPO): Best suited for larger offices with formal IT support.

3. Microsoft Endpoint Manager (Intune) : Best suited for larger offices with formal IT support and Azure
subscriptions.



Registry Entry Method for Edge Chromium Site Mode List

1. Open Start.
2. Search for regedit and choose Registry Editor.
3. Browse the following path: HKEY_CURRENT_USER\SOFTWARE\Policies\Microsoft\Edge
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4. Right click in the box on the right and choose New - DWORD (32-bit) Value
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5. Type InternetExplorerintegrationLevel for the name.

Value name:

’InternetEprorerIntegrationLevel

Value data: Base
|1 l (® Hexadecimal
() Decimal
OK Cancel

6. Double click on the new entry and enter 1 for the Value Data.
7. Click OK



8. Right click in the box on the right and choose New - String Value
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9. Type InternetExplorerintegrationSiteList for the name

1

Value name:

‘ InternetExplorerintegrationSiteList ‘

Value data:

‘https://aabliemode.blob.core.windows.net/iemode/siteslist.xml ‘

OK Cancel

10.Double click on the new entry and enter the Value Data:
https://aabliemode.blob.core.windows.net/iemode/siteslist.xml
11.Click OK
Verify the changes match the example below.

Ensure all highlighted values match your results.
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[HKEY_CURRENT_USER\SOFTWARE\Policies\Microsoft\Edge]
"InternetExplorerintegrationLevel"=dword:00000001
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Group Policy Method for Edge Chromium Enterprise Site Mode

Installing Templates

To install the policy template to enable IE Mode on Edge, use these steps:

1. Open Microsoft Edge for business website.

2. Under the “Policy File” section, click the Download button.

3. Select the version of Microsoft Edge. (Usually, you want to use the latest stable version
available.)

Download and deploy Microsoft Edge for business

Get the latest Microsoft Edge update for your business, school, or organization with multi-platform support in over 90
languages.

Select channel/version © Select build

Stable 88 (Current and supported) v 88.0.705.81 v

Select platform

Windows 64-bit v
4 DOWNLOAD ¥ GET POLICY FILES

Select the build (latest version available).

Select the platform — for example, Windows 64-bit.

Click the Get policy files option.

Click the Accept & download button.

Double-click to open the MicrosoftEdgePolicyTemplates.zip file.
Click the Extract all button from the “Compressed Folder Tools” tab.
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Extract MicrosoftEdgePolicy Templates.zip
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10.(Optional) Select the location to extract the files.
11.Check the Show extracted files when complete option.

12.Click the Extract button.

Select a Destination and Extract Files

Files will be extracted to this folder
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13.Browse the following path inside the (extracted) “MicrosoftEdgePolicy Templates” fold-
er: windows\admx

14.Select the msedge.admx and msedgeupdate.admx files and click the Copy option
from the “Home” tab.
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Quick tip: You only need to copy the “msedgeupdate.admx” file if you want to control the update settings of
Microsoft Edge.

15.Browse to the following path: C:\Windows\PolicyDefinitions

16.Click the Paste button from the “Home” tab.
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17. In the “admx” folder, inside the “MicrosoftEdgePolicyTemplates” folder, open the language

folder that represents your language — for example, en-US.

18. Select the msedge.adml and msedgeupdate.adml files and click the Copy option from the
‘Home” tab.
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19. Browse to the following path that matches your language: C:\Windows\PolicyDefinitions\en-

us



20. In the above command, make sure to change en-US for the folder that matches your lan-
guage.

21. Click the Paste button from the “Home” tab.
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Quick tip: You only need to copy the “msedgeupdate.adml” file if you copied it in the earlier step.

22.0nce you complete the steps, the new policies to enable or disable IE Mode on Edge Chromi-
um will install in the Group Policy Editor.



Configuring GPO for Enterprise Mode Site List

Open Start.

Search for gpedit and click the top result to open the Group Policy Editor.

Browse the following path: Computer Configuration > Administrative Templates > Microsoft
Edge

Double-click the Configure Internet Explorer integration policy.

CEEESINES

B 1ocal Group Policy Editor

File Action View Help
== mE= HmE 7T

5f Local Computer Policy Setting State Comment ~
~ & Computer Configuration -
_| Software Settings
7 windows Settings
~ [ administrative Templates
| Control Panel
“| Microsoft Edge
“| Microsoft Edge - Default Settings (us

=] Allow importing of home page settings Mot configur... No
Allow importing of open tabs Mot configur... No
Allow importing of payment info Mot configur... No
=] Allow importing of saved passwords Mot configur... MNo
iz Allow importing of search engine settings Mot configur... No

Configure InPrivate mode availabili Mot configur... MNo

= i it 2 4 i ati i

= Metwark Confgure Internet F_xlarer mtegatmn Mot confgu

= Printers Configure the Enterprise Mode Site List Mot configur... No
= Server Specify how "in-page” navigations to unconfigured sit.. Mot configur... No
| Start Menu and Taskbar Enable site isolation for specific origins Mot configur... No
7| System [:=] Configure favorites Mot configur... Mo

~| windows Components Manage Search Engines Mot configur... No
=2 All Settings
~ 4% User Configuration
~| Software Settings

“1 windows Settings

3] Maximum number of concurrent connections to the pr... Mot configur... No
| Allow Google Cast to connect to Cast devices on all IP... Mot configur... No
Enable usage and crash-related data reporting Mot configur... No
Enable network prediction Mot configur... No

| Administrative Templates Configure whether a user always has a default profile ... Mot configur... Mo
Control where security restrictions on insecure origins ... Mot configur... Mo
Enable Proactive Authentication Mot configur... No
Enable full-tab promotional content Mat configur... No
Ask where to save downloaded files Mot configur... No
Allow QUIC protocol Mot configur... MNo
Motify a user that a browser restart is recommended ... Mot configur... MNo
Set the time period for update notifications Mot configur... MNo
Enable renderer code integrity Mot configur... Mo
Specify if online OCSP/CRL checks are required for loc... Mot configur... No
Enable resolution of navigation errors using a web ser.. Mot configur... No
51 Bactrict which arrannte can he nead ac Mirrncnft Edn Mot confione N b2
< > F_x‘tended}\standard

121 setting(s)

5. Select the Enabled option to enable |IE Mode for Microsoft Edge.

6. Under the “Options” section, select the Internet Explorer mode from the dropdown menu.
7. Enable IE Mode on Chromium Edge

8. Click the Apply button.

Configure Internet Explorer integration
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9. Click the OK button.

10.Double-click the Configure the Enterprise Mode Site List policy.
11.Select the Enabled option.
12.Under the Options section, specify the path for the xml file containing a list of websites

Enter this location: https://aabliemode.blob.core.windows.net/iemode/siteslist.xml
13.Click the Apply button.

14.Click the OK button.
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Microsoft Endpoint Manager (Intune)
Configuration Profile

1. Inthe Intune Console, browse to Devices — Windows — Configuration Profiles

2. Choose Create Profile

[N Windows | Configuration profiles

Create profile Columns () Refresh - Export "\ Filter

M windows devices

I wWindows enroliment Profile name

Windows policies
Compliance policies
Configuration profiles
PowerShell scripts
Windows 10 update rings

windows 10 feature updates (Pre... Microsoft Edge Chromium IE Mode

Create a profile

P n

Windows 10 and later

Profile type
Templates
Templates contain groups of settings, organized by functionality. Use a template when you

don't want to build policies manually or want to configure devices to access corporate
networks, such as configuring WiFi or VPM. Les

Template name

Administrative Templates

3. Set the platform to Windows 10 and later and Profile type to Templates

4. Choose Administrative Templates and click Create
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5. Enter a Policy Name (Acuity Edge IE 11 Settings) and Description - click Next
6. Choose Microsoft Edge

Create profile
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Setting Name

Control Panel

Microsoft Edge

Microsoft Edge - Default Settings {(users...
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7. Browse or search for Configure Internet Explorer Integration and select it.



Clear browsing data when Microsoft Ed... Mot configured Device \Microsoft Edge
Clear cached images and files when Mic.. Mot configured Device

Cenfigure automati in with an Acti... Not configured Device \Microsoft Edge
Configure Do Not Track Not configured Device \Microsoft Edge
Configure enhanced hang detection for ... Nt configured Device \Microsoft Edge
Configure favorites Mot configured Device \Microsoft Edge
Configure InPrivate mode availability Not configured Device \Microsoft Edge
Configure Internet Explorer integration Mot configured Device \Microsoft Edge

Cenfigure list of force- lled Web Apps Not configured Device \Microsoft Edge

Configure Online Text To Speech Not configured Device \Microsoft Edge

Configure Speech Recognition Not configured Device \Microsoft Edge
Configure tab lifecycles Not configured Device \Microsoft Edge
Configure the default paste format of U... Not configured Device
Configure the Enterprise Mode Site List Mot configured Device
Configure the list of names that will byp... Mot configured Device
Configure the list of sites for which Micr... Not configured Device \Microsoft Edge
Configure the list of types that are exclu... Mot configured Device osoft Edge
Configure the Share experience Not configured Device \Microsoft Edge

Configure tracking prevention exceptio... Mot configured Device \Microsoft Edge

Configure whether a user always has ad... Not configured Device

8. Choose Enabled and Internet Explorer mode from the pull down.

Configure Internet Explorer integration
\Microsoft Edge

For guidance about configuring the optimal experience for Internet Explorer mode see
https://go.microsoft.com/fwlink/?linkid=2094210

*0 = None

* 1 = Internet Explorer mode

* 2 = Internet Explorer 11

Setting type: Device
Supported on: Microsoft Windows 7 or later

Enabled Disabled Not configured

Configure Internet Explorer integration

Internet Explorer mode

9. Click OK

10. Browse or search for Configure the Enterprise Mode Site List and select it.
11. Choose Enabled and enter the Site List:

12.

13. Click OK



“Microsoft Edge

Configure the Enterprise Mode Site List

For guidance about configuring the optimal experience for Internet Explorer mode see
https://go.microsoft.com/fwlink/?linkid=20942 10

Example value: https://intemal.contoso.com/fsitelist.xml

Setting type: Device

Supported on: Microsoft Edge version 78, Windows 7 or later

Enabled Disabled Mot configured

Configure the Enterprise

https:/faabliemode.blob.corewindows.net/iemode/siteslist.xml

14. Click Next

15. Assign any necessary Scope Tags for your environment

16. Click Next

17. Assign the appropriate Include/Exclude Groups for your environment
18. Click Next

19. Review and click Create



Create profile
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Configure the Enterprise Mode Site List Enabled

Scope tags
Default

Assignments

Review + create




Verifying Edge Chromium Settings

Open Edge
In the address bar type: edge://compat/enterprise

Verify the Version number is “24” or higher and the Location matches below.

Enterprise Mode Site List

Sites on this list use Internet Explorer Mode with Microsoft Edge to automatically open in Internet Explorer 11. Once in
Internet Explorer 11, sites are rendered using a modified browser configuration that emulates IE8, IE7, and the IE8 - IE11
document modes to help avoid the common compatibility problems associated with web apps written and tested on an older
version of Internet Explorer. If you feel that a site should be removed from the list then please contact your system
administrator.

Version number 24

Location https://aabliemode.blob.core.windows.net/iemode/siteslist.xml
Domain Engine Allow Redirects
*://ablagileblog.acuitybrandslighting.net/ IE11 True
*://acpchangenotification.acuitybrandslighting.net/ IE11 True
*://acpiteminfo.acuitybrandslighting.net/ IE11 True
*://acpreportproduction.acuitybrandslighting.net/ IE11 True
*://acpreports.acuitybrandslighting.net/ IE11 True
*://acpsearch.acuitybrandslighting.net/ IE11 True
*://acuitybrands.force.com/ IET1 True
*://admintool.acuitybrandslighting.net/ IET1 True
*://ae.acuitybrandslighting.net/ IET1 True

4. If nothing is shown, click Force Update

5. If issues persist, verify registry or GPO settings.



Disable Pop-up Blocker in Edge Chromium

1. Open Edge
2. Click the ... in the upper right

3. Choose Settings

4. Choose Cookies and site permissions in the left pane

5. Locate Pop-ups and redirects in the right pane.
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6. Toggle the slider to off.

Block (recommended)

Microphone

Motion or light sensors

Allow sites to use motion and light sensors
Notifications

JavaScript

Allowed

Images
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